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FLOOD OF MEDICAL DEVICES IOT 
HOW DO YOU FIND SAFE HARBOR? 
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MEDICAL DEVICES IOT 
MEDICAL DEVICES INCREASINGLY BEING NETWORKED 

ÅMRI, CT, Ultrasound, imaging equipment 

ÅVentilators 

ÅInfusion pumps 

ÅPhysiological monitors 

ÅAnesthesia machines 

ÅSmart beds 

ÅLaboratory devices 
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MEDICAL DEVICES IOT 
AREAS OF CONCERN 

ÅtǊƻƭƛŦŜǊŀǘƛƻƴ ƻŦ άLƻ¢έ ƛƴŎƭǳŘŜǎ ǘƘŜ ƘŜŀƭǘƘŎŀǊŜ ŀǊŜƴŀ 

ÅDevices that were previously standalone are getting 
networked 

ÅHistorically were designed and developed without 
consideration for cybersecurity 

ÅIf MD vulnerabilities are not addressed/remediated, 
they can be exploited as attack vectors 

ÅWho is responsible for securing these devices? 
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MEDICAL DEVICES IOT 
VULNERABILITIES 

ÅFDA issues recall of 465,000 
pacemakers ς RF-enabled 
devices can be 
reprogrammed by attackers.  
Firmware update has 
inherent risks. 

ÅHacking of implantable 
insulin pump (Radcliffe, 2011) 
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MEDICAL DEVICES IOT 
VULNERABILITIES 

ÅSecurity researchers present FDA 
with cyber vulnerabilities of medical 
devices due to hardcoded passwords 
(Rios & McCorkle, 2013)  

ÅVulnerabilities identified in PCA and 
other Infusion Pumps (Rios, 2014) 

ÅVulnerabilities identified in Animas 
OneTouch Ping insulin pumps by 
Johnson & Johnson (Rapid7, 2016) 

ÅVulnerabilities in CareFusion Pyxis 
Supply Station (Rios & Ahmadi, 2016) 
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MEDICAL DEVICES IOT 
VULNERABILITIES 

ÅInconsistent/Lack of a patch schedule 

ÅOperating systems old or unsupported 

ÅPHI/PII not encrypted or weak encryption (data at 
rest typically not encrypted) 

ÅWeak wireless encryption (typically WEP) 

Å{ƻŦǘǿŀǊŜ ŎƻƴǎƛŘŜǊŜŘ άŦǊŀƎƛƭŜέ ς no anti-virus 

ÅDefault passwords 
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MEDICAL DEVICES IOT 
RELEVANT GOVERNMENT AGENCIES 

ÅFDA ς Food & Drug 
Administration 

 

ÅICS-CERT ς Industrial 
Control Systems Cyber 
Emergency Response 
Team, under the 
Department of 
Homeland Security 
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MEDICAL DEVICES IOT 
ICS-CERT VULNERABILITY DISCLOSURE POLICY 

 

To report a vulnerability, email ics-cert@hq.dhs.gov  

ICS-CERT vulnerability remediation process involves: 

ÅDetection/Collection 

ÅAnalysis 

ÅMitigation Coordination 

ÅApplication of Mitigation 

ÅDisclosure 
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MEDICAL DEVICES IOT 
I!/Y9w{Ω ah¢L±!¢LhbΚ 

ÅFinancially motivated 

ÅHospitals have typically 
been behind the curve in 
cybersecurity defenses 

ÅHealthcare/hospitals will 
usually pay the ransom to 
avoid bad publicity....... 

ΧΦΦƘƻǿŜǾŜǊΣ ƳƻǊŜ ǎƻ ǘƻ άƎŜǘ 
ōŀŎƪ ǘƻ ōǳǎƛƴŜǎǎέ !{!t 
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MEDICAL DEVICES IOT 
I!/Y9w{Ω ah¢L±!¢LhbΚ 

ÅWorth of medical records vs financial data 

ÅYour medical records contain very detailed 
demographic information of you 

ÅFinancial account information can be more easily 
changed, unlike medical records 

ÅCan be used to steal identities, purchase prescription 
drugs 
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MEDICAL DEVICES IOT 
QUESTION OF PERSPECTIVE 
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